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CADMATIC SOFTWARE SOLUTIONS

1. Introduction
This document provides information for administrative users who install and configure the
CADMATIC eShare software.

Before starting to install, make sure your site meets the hardware and software requirements

described in docs.cadmatic.com/systemrequirements.

CADMATIC eShare uses CADMATIC License Server to allocate licenses to eShare server and client
computers. For detailed information on how to manage CADMATIC License Server and update

license files, see CADMATIC License Server manual in docs.cadmatic.com.

2. Site preparations

CADMATIC eShare is based on client-server architecture. The server computer runs the Microsoft
Internet Information Services (1IS) web server to host design project data stored in Microsoft SQL
Server databases and on disk. Client computers access and modify the data on the server using a
web browser with either HTTP or HTTPS connection. Client logins are authenticated using Microsoft

Windows user authentication.

Note: Using an HTTPS connection requires a valid SSL certificate. See Enabling HTTPS binding for

secure access to eShare.

The following topics provide information on preparing a site for CADMATIC eShare installation.

2.1. Prepare the server computer

Make sure that the computer to be used as the CADMATIC eShare server (host) computer is set up

according to the system requirements available at docs.cadmatic.com/systemrequirements.

2.2. Install Microsoft SQL Server

Make sure that your site has Microsoft SQL Server installed. It can be installed on the
CADMATIC eShare server computer, or it can be on another server computer in the same network
that the eShare server can access.
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Even though also Microsoft SQL Server Express, the free version of the database engine, is
compatible with eShare, we recommend that you use it only for evaluation purposes, and not in
mission-critical production use. If you are planning to use the Express edition, be aware that any
performance issues that might occur can be due to its various built-in limitations, such as limited
database size, limited access to RAM, and limited support for multiple CPUs and cores. You can
download the free database engine and Microsoft SQL Server Management Studio from the

Microsoft web site at www.microsoft.com.

Note: Starting from the 2016 edition, Microsoft SQL Server requires a 64-bit operating system.

When installing SQL Server, you might want to specify the following settings:

e On the Feature Selection page, select to install the component SQL Server Replication.
e On the Instance Configuration page, select to use a Named instance.

* On the Database Engine Configuration page, select to use Mixed Mode authentication, and

specify the password of the SQL Server system administrator (sa) account.

You need to know the instance name and ID (host\instance), if using a named instance, and have a

suitable SQL Server login, when installing eShare.

2.3. Install CADMATIC License Server

For detailed information on how to manage CADMATIC License Server and update license files, see

CADMATIC License Server manual in docs.cadmatic.com.

Make sure that your site has a CADMATIC license server installed, that it is accessible to the

CADMATIC eShare server computer, and that it contains the required eShare licenses:

e One eShare server license (‘eShare Server').
e The required number of eShare user licenses. These can be either named licenses (‘eShare

User') or floating licenses (‘eShare Client'), depending on the intended license configuration.

See Licensing for more details on licensing.

You need to know the license server's host name and port number when installing eShare.

CADMATIC eShare Installation and Configuration Guide
Release 202473


http://www.microsoft.com/
https://docs.cadmatic.com/

CADMATIC SOFTWARE SOLUTIONS

3. Installing the server

Perform the following to install CADMATIC eShare on the server computer. Depending on your site's
IT policy, you can either let the eShare installer create the main database or have database

administrator create the database.

During the installation you are prompted to allow the installing or deployment of Microsoft C++
Runtime Components, Microsoft .NET Framework, and Microsoft Internet Information Services (lIS),

if needed.

Prerequisites
e SQL Server host name and instance name.
e SQL Server login name and password. This can be the default system administrator account,
or it can be a user-defined account with the required permissions:

° |f the eShare installer creates the main database, the login must be allowed to create
databases. The suitable server-level permission for this is "CREATE ANY DATABASE".

° |f your database administrator creates the main database, the login must be allowed to
create tables. A suitable database-level role would be the combination of db_
datareader, db_datawriter, and db_ddladmin.

e CADMATIC License Server's host name and port.

e CADMATIC eShare installation package.

For more information on SQL Server Database Permissions, see SQL Server Permissions Required by

eShare.

Do the following:

1. Extract the eShare installation package to the disk, and launch Setup.exe.

2. If the required version of Visual C++ Runtime Component is not detected, you are prompted
to install it.

3. If the required version of Microsoft .NET Framework is not detected, you are prompted to
install it.
The eShare installation wizard opens. Follow the instructions of the wizard and enter the
requested information as described in the following steps.

4. After you have accepted the license agreement, the wizard checks whether your system has

the required add-on components. Review the list to see if any components are missing from

CADMATIC eShare Installation and Configuration Guide 6
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your system.
5. On the customization page, specify the folder where eShare is to be installed.
6. On the web server settings page, specify the following settings for IIS:

e Web site name — The web site name you want to use in IS, to distinguish eShare from
any other web sites you manage in lIS. Note that this is not the same as the DNS name
used to access eShare with a browser.

e Port number — The TCP port that the site uses. If the port is 80, users do not have to
specify it when accessing eShare with a browser, but by default port 80 is reserved for
the default web page of IIS. You can change the port configurations with the Internet

Information Services (1IS) Manager application, as described in Configuring the URL

used to access eShare.

To use HTTPS binding, use port 443. HTTPS connection requires a certificate. If you
have a certificate and have the rights to install it, select Certificate and browse to select
the certificate file. If certificate is not given, a self-signed certificate is created and used.
To redirect all HTTP requests to use HTTPS, enable Allow only HTTPS.

HTTPS binding can also be taken into use later in IIS Manager. For more information,

see Enabling HTTPS binding for secure access to eShare.

There might also be a conflict if some other application or system is reserving this
commonly used port; for example, a default Skype configuration uses ports 80 and 443

if the port otherwise chosen for incoming connections becomes unavailable.

» Application pool — The name of the application pool created for eShare to isolate its
working processes from those of any other web applications running on the same web
server.

7. On the license server location page, specify the following:

 License Server — Enter the network name or IP address of the CADMATIC License
Server.

e Select the user license type:

° Fixed Licenses — Select if the licenses are of type 'eShare User'.
° Floating Licenses — Select if the licenses are of type 'eShare Client'.

* Select the authentication type:

° Windows Authentication (IIS) — Select if the used authentication is Windows.

authentication.

© Azure AD — Select if the used authentication is Azure Active Directory.

CADMATIC eShare Installation and Configuration Guide 7
Release 202473



CADMATIC SOFTWARE SOLUTIONS

8. On the SQL Server Settings page, specify the following:

e SQL Server instance name — Enter the instance name as host or host\instance, as
appropriate.

e SQL Server user name — Enter the login name of a SQL Server user that has the required
permissions.

e SQL Server password — Enter the password for the specified login.
Click the Test button now to test that SQL Server accepts the login.

e Under Create database, select whether the main database is to be created
automatically during installation or manually by a database administrator.

9. Before installing, the installer shows the option Download latest .NET updates, which, when
enabled, will during installation download the latest .NET updates, if newer compatible
versions have been released after the eShare version was released.

10. After completing the wizard, click Yes if prompted to restart the computer.

11. If the main database was not created during installation, refer to the instructions for creating
the database in CADMATIC eShare Database Administration Guide.

12. Open a web browser and check that you can log in to eShare with your Windows account.

The URL to use could be, for example, https://localhost.

Note: The first login automatically creates an eShare user account with system administrator
permissions. This user can then add other users from System Administration > User
Management, as described in CADMATIC eShare Administration Guide.

Note: During installation an application pool eShareAuthAppPool is created, which is used

internally only when the inbuilt Windows authentication of 1IS is not used.

4. Upgrading a server installation

When you have an existing eShare server installation, you can run the eShare installer of a newer

version release to upgrade your system.

Important: Create backups and save them to a secure location before the upgrade, so that they are

available even after the upgrade.

An upgrade installation only updates the server binaries — it does not affect existing user data or

user-defined settings.

CADMATIC eShare Installation and Configuration Guide 8
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Before performing an upgrade installation, make sure that eShare users are aware of the server
going to be temporarily inaccessible, and that accessing eShare App after the installation will
prompt them to upgrade eShare App.

Do the following:

e launch the Setup.exe file of the new release, and follow the instructions of the wizard to

perform an upgrade installation.

Note: Before installing, the installer shows the option Download latest .NET updates, which, when
enabled, will during installation download the latest .NET updates, if newer compatible

versions have been released after the eShare version was released.

5. System configuration

The following topics provide information on post-installation system configuration.

DL STV L0 S 9
5.2. Integrated model and document publishing ... 10
5.3 LGNS NG 10
5.4. Internet Information Services (lIS) Manager ... 12

5.1. Server logs

The CADMATIC eShare server stores maintenance and error data in log files. The log files are named
by date and can be found under the %ProgramData%\Cadmatic\EShare\logs directory; the default

location is C:\ProgramData\Cadmatic\EShare\logs.

The location of the log files can be checked and configured in Internet Information Services (l1S)

Manager application settings. See Configuring application settings.
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5.2. Integrated model and document publishing

CADMATIC Plant Modeller can export 3D models and project documents directly to
CADMATIC eShare, using the Plant Modeller service. In a typical service configuration, documents
are frequently updated to eShare while the more resource-intensive exporting of 3D models is

specified to occur outside the main working hours.

For more details on setting up these export services, refer to the "Working with CADMATIC eShare"
section of CADMATIC Plant/Outfitting online help.

5.3. Licensing

CADMATIC License Server handles allocating of licenses to CADMATIC eShare. Licenses can be
either named licenses or floating licenses. The eShare server monitors license usage and availability,

and eShare system administrator can customize license distribution in the web server configuration.

5.3.1. General licensing mechanism

The licensing mechanism of CADMATIC eShare allows one user to have a single active session at a
time. Within an active session, a user can be running a maximum of two devices or clients. For

example:

e One eShare browser instance in one computer. (The browser can display eShare data in
multiple tabs.)

e One eGo application.

If the user opens eShare in a second device or in another browser, the previously opened session is

terminated.

If the license server is reset and license usage information is lost, for example because an
administrator releases all licenses or the license server is rebooted, the eShare server tries to re-

establish the previous situation by allocating licenses to users as needed.

5.3.2. Named licenses

When named licenses are used, a new eShare user automatically gets a user license and can log in
to the system. If a license cannot be allocated the system deactivates the user account. See User

deactivation.

CADMATIC eShare Installation and Configuration Guide 10
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Normally users can remain logged in and keep holding the license as long as needed. However,
eShare performs regular status checks, and if more users have a license than the license server
allows the system starts deactivating non-administrative user accounts, in reverse alphabetical
order. If deactivating all normal users does not release enough licenses the server starts

deactivating system administrators.

5.3.3. Floating licenses

When floating licenses are used, creating a new eShare user does not yet allocate a license to that
user. When the user logs in the eShare server requests a license from the license server, and when
the user closes the browser or application, the license is returned to the license pool, becoming

available to other users.
If all licenses are already in use when a user tries to log in, the following happens:

e |fthe user trying to log in is a normal user, the login attempt fails.

e |fthe user trying to log in is a system administrator, a list of active users is displayed for
selecting which user's session to terminate. The list also shows when each user was last seen
and last active in eShare. Last seen means that the user had eShare open and last active

means that the user did something actively in eShare.

5.3.4. User deactivation

System administrators can deactivate users if needed, as described in CADMATIC eShare

Administration Guide.

There can also be situations where eShare server automatically deactivates users. This can happen
for example if system administrator replaces the license file and there are fewer user licenses than

before, or if administrator releases all licenses and starts a new eShare server instance.

When the eShare server deactivates a user who is currently using the system, the user is prompted
that their session has been terminated or that license is not available. Database transactions that
the user had already initiated are completed, but any unsaved data that the user might have

entered in the user interface is lost.

5.3.5. License configuration in the web server

The following web server parameters affect licensing. These parameters can be configured by

editing the settings in the Internet Information Services (11S) Manager application as described in

CADMATIC eShare Installation and Configuration Guide 11
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Configuring application settings.

e Cadmatic.LicenseServer

e Cadmatic.MaxNumberOfUserLicenses

e Cadmatic.UserLicenseType

5.4. Internet Information Services (lIS) Manager

Installing CADMATIC eShare automatically installs the Internet Information Services (lIS) web server.

You can use the Internet Information Services (IIS) Manager application to change web server

settings.
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5.4.1. Configuring automatic server restart

CADMATIC eShare server is set to restart daily at 02:45 A.M. This releases any system resources that
the server might have reserved but no longer needs. The restart takes roughly a minute and during
this time the server is unavailable. Use the Internet Information Services (lIS) Manager application

to change the restart settings, if needed.

Do the following:

1. Login to the eShare server computer with administrative privileges, and open the Internet
Information Services (1IS) Manager application.

2. Inthe Connections pane, click Application Pools.

3. Inthe Application Pools main view, right-click eShareApplicationPool (the name might be
different, if changed when installing eShare), and select either Recycling or Advanced Settings
to specify the Recycling options.

e You can set the server to restart at a specific time, after a specified time interval, or
after a given amount of requests. (All can be selected at the same time.)

e You can specify the maximum limits of virtual and private memory.

e You can specify which events to log when recycling occurs.

4. Restart the application pool for the changes to take effect.

5.4.2. Configuring the database connection string

Use the Internet Information Services (IIS) Manager application to edit the database connection
string, for example to change the database login. The login specified in the connection string is the

login that performs all eShare database operations.

Do the following:
1. Log in to the eShare server computer with administrative privileges, and open the Internet
Information Services (1IS) Manager application.
In the Connections pane, browse to Sites > eShare.
In the main view, open Connection Strings.

Double-click the Main row, and edit the connection string as required.

vk W

Restart the web server for the changes to take effect.

CADMATIC eShare Installation and Configuration Guide 13
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5.4.3. Configuring application settings

Use the Internet Information Services (1IS) Manager application to edit general application settings.

Editing the application settings will automatically restart the eShare server.

Do the following:

1.

Log in to the eShare server computer with administrative privileges, and open the Internet

Information Services (1IS) Manager application.

In the Connections pane, browse to Sites > eShare.

In the main view, open Application Settings. Edit the settings as appropriate. We recommend

that you do not change settings that are not described in the following table.

Setting

Cadmatic.Auth.RedirectWhitelist

Cadmatic.AutoCadFontsFolderName

Cadmatic.AutomatedClientUpdates

Cadmatic.AzureAD.Clientld

Cadmatic.AzureAD.ClientSecret

Description

Used by third party integrations that want to utilize
the eShare web login.

The value is formatted as a space separated list
("https://address1 https://address2").

AutoCAD fonts might be necessary for correct
displaying of documents. This setting specifies the
path to the AutoCAD fonts folder. Alternatively, copy
the font files from AutoCAD to
%ProgramData%\Cadmatic\eShare\AutoCadFonts.

Specifies whether automated updates to the latest
client version are allowed.
e False — The automated updates are not
allowed.

e True — The automated updates are allowed.

Specifies the client ID for Azure AD authentication.

Cadmatic.AzureADSecurity must be first set to true

to use Azure AD authentication.

Not needed for Azure AD/Entra ID authentication.

CADMATIC eShare
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Setting Description
Used for some internal integrations.

Cadmatic.AzureAD.Domain Specifies the domain used for Azure AD
authentication.

Cadmatic.AzureADSecurity must be first set to true

to use Azure AD authentication.

Cadmatic.AzureAD.Tenantld Specifies the tenant ID for Azure AD authentication.

Cadmatic.AzureADSecurity must be first set to true

to use Azure AD authentication.

Cadmatic.AzureADSecurity Specifies if Microsoft Azure Active Directory
authentication is used.
e False —Azure AD authentication is not used.

e True — Azure AD authentication is used.

If set to true, note that all other authentication
methods must be turned off.

After setting to true, set Cadmatic.AzureAD.Domain,
Cadmatic.AzureAD.Clientld, and
Cadmatic.AzureAD.Tenantld settings to values

necessary for your Azure AD.

Cadmatic.CacheFolderName Specifies the location of the submodel cache.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial
installation may break existing projects.

Cadmatic.DatabaseCommandTimeo | Specifies the default database command timeout in

utSeconds seconds. The default value is 900.
Cadmatic.DocumentFolderName Specifies the location of stored documents
CADMATIC eShare Installation and Configuration Guide 15
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Setting Description

published from CADMATIC design applications.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Cadmatic.DownloadedDocumentLin | Specifies the link target of the links in downloaded

ksToApp documents.
e False —The link target is the eShare web site.

e True —The link target is eShare App.

Cadmatic.DziFolderName Specifies the location of document viewer cache.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Cadmatic.DziMaxDpi Specifies the maximum quality of a document that is
displayed in the document viewer. The value can be
between 150-1200 dpi, the default being 400 dpi.
However, if the document is very large, the

document viewer might lower the quality.

Cadmatic.DziMaxNumberOfPages Specifies how many pages of a multi-page document
to show in the built-in document viewer. If the user
is opening a document that has more pages, the
user is prompted that only the specified number of
pages are shown, and to see the whole document

the user should download it and openitina

CADMATIC eShare Installation and Configuration Guide 16
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Setting

Cadmatic.DziMinDpi

Cadmatic.EbmFolderName

Cadmatic.EnableModelDownloadBu

tton

Cadmatic.ExcelLinksToApp

Cadmatic.FloatinglLicenseTimeout

Description
separate viewer application.

Specifies the minimum quality of a document that is
displayed in the document viewer. The value can be
between 150-1200 dpi, the default being 200 dpi.

Specifies the location of internal model files.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Specifies whether normal users, admins, or anyone
is able to see the link to download the project model
file.
e All—The download link is visible for every
user.
e Admin —The download link is visible only for
project and system admins.
e None —The download link is not visible to

anyone.

Specifies the link target of the Excel object IDs

exported by search.
e False —The link target is the eShare web site.

e True—The link target is eShare App.

Specifies the time after which floating licenses can
be taken from idle users if someone else needs the
license.

The value is set in minutes and the minimum value is

15. If set to O, floating licenses cannot be taken from

CADMATIC eShare Installation and Configuration Guide 17
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Setting

Cadmatic.IsAttributeStagingTableUs
ed

Cadmatic.lsOnlyLocalHelpUsed

Cadmatic.JsonWebToken.DefaultEx

pirationPeriod

Cadmatic.JsonWebToken.ForceDefa

ultExpirationPeriod

Description
idle users. The default value is 45.

Determines whether eShare uses a faster method
for publishing.
e True — Publishing is faster but eShare requires
execute permissions on its stored procedures.
e False — Publishing is slower and eShare does

not require any additional permissions.

Determines whether eShare uses only the local help
and does not try to reach http://docs.cadmatic.com.
e True —Only local help is used.
e False (default) — eShare attempts to first reach
https://docs.cadmatic.com, but if the site is

not reachable, the local help is used.

Specifies the expiration time of JSON Web Token or
cookie in eShare. The value is set in seconds and it
can range from 3 minutes to 365 days. Default is 180
days.

To override the expiration time set by the
authentication provider,

Cadmatic.JsonWebToken.ForceDefaultExpirationPeri

od must be set to true.

Specifies if the expiration time of JSON Web Token
or cookie set in

Cadmatic.JsonWebToken.DefaultExpirationPeriod

overrides the expiration time set by the
authentication provider.
e False —The value setin

Cadmatic.JsonWebToken.DefaultExpirationPer

iod does not override the value set by the

authentication provider.

CADMATIC eShare Installation and Configuration Guide 18
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Setting

Cadmatic.LicenseServer

Cadmatic.LogsFolderName

Cadmatic.MapsFolderName

Cadmatic.MaxExcelObjectsCount

Description

e True—The value setin

Cadmatic.JsonWebToken.DefaultExpirationPer

iod overrides the value set by the

authentication provider.

Specifies the server address in the format
server:port, or just server if the port is the default
port.

For example, if the license server is running on port
2989 on a server named ‘license’, set the value to
‘license:2989".

Specifies the location of stored server log files.

Specifies the location of stored maps.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Specifies the maximum number of objects that can
be exported from eShare search results to a
Microsoft Excel file. The value must be between
20,000 and 1,048,576; the default is 50,000. If the
search function finds more objects, the export file
will only contain the first objects, in no specific
order.

Excel export can have a significant impact on
computer's memory consumption. For example,
exporting 1,000,000 objects might consume up to 10
GB of RAM, and several simultaneous exports of that

CADMATIC eShare Installation and Configuration Guide 19
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Setting Description

size would require the server to have at least 64 GB
— 128 GB of RAM. If the value is set too high for the
amount of available RAM, the server application will

run out of memory and the export crashes.

Cadmatic.MaxMultiSelectCount Specifies how many objects the user can select at a
time. The default value is 20,000. If the user
attempts to select more objects than specified here,

eShare does not show the objects' details.

Cadmatic.MaxNumberOfDocument| | Specifies the maximum number of threads that the

ndexingThreads eShare server can use when indexing. This affects
the combined load generated by all the data sources
doing indexing in all of the projects on the eShare
server. If left empty, a default value is used, which
uses most of the cores available on the server
computer.
The value can be a whole number OR a decimal
number, and the default value is the logical
processor count — 1.

e |f using a whole number, it directly defines the
maximum number of threads to use. The
value can be between 1 and n where n is the
logical processor count of the server * 2.

e |f using a decimal number, the maximum
number of threads is obtained with the
following formula:
logical processor count * the decimal number,
rounded down

Cadmatic.MaxNumberOfinitializatio | Specifies the maximum number of threads that the
nThreads eShare server can use when starting up. This affects

the loading time of enabled adapters and data

CADMATIC eShare Installation and Configuration Guide 20
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Setting

Cadmatic.MaxNumberOfModellmpo
rtingThreads

Cadmatic.MaxNumberOfModelPubli
shingThreads

Description

sources.

The value can be a whole number OR a decimal

number, and the default value is the logical

processor count — 1.

e |f using a whole number, it directly defines the

maximum number of threads to use. The
value can be between 1 and n where n is the
logical processor count of the server * 2.

If using a decimal number, the maximum
number of threads is obtained with the
following formula:

logical processor count * the decimal number,

rounded down

Specifies the maximum number of threads that the
eShare server can use when importing models. This

affects the combined load generated by all model

importers and models.

The value can be a whole number OR a decimal

number, and the default value is the logical

processor count — 1.

e If using a whole number, it directly defines the

maximum number of threads to use. The
value can be between 1 and n where n is the
logical processor count of the server * 2.

If using a decimal number, the maximum
number of threads is obtained with the
following formula:

logical processor count * the decimal number,

rounded down

Specifies the maximum number of threads that the

eShare server can use when publishing models. This
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Setting Description

affects the combined load generated by all models
published on the eShare server.

The value can be a whole number OR a decimal
number, and the default value is the logical
processor count — 1.

e |f using a whole number, it directly defines the
maximum number of threads to use. The
value can be between 1 and n where n is the
logical processor count of the server * 2.

e |f using a decimal number, the maximum
number of threads is obtained with the
following formula:
logical processor count * the decimal number,

rounded down

Cadmatic.MaxNumberOfUserLicens | Specifies the maximum number of user licenses that

es eShare server is allowed to allocate. This can be
used to specify how many users can log in to a single
eShare server when multiple eShare servers use the
same license server. Or, it can be used to
temporarily reduce the number of simultaneous
users on a single eShare server, for example if
needing to troubleshoot performance issues.
Supported value range: 1-999.
If the parameter is missing or its value is outside the
valid range, the maximum number of users that can
log in is the same as the total number of available
user licenses. In a multi-server scenario this can
result in one eShare server being allowed to allocate

all available licenses.

Cadmatic.PointCloudFolderName Specifies the folder eShare uses to store point

clouds. Point cloud files can be manually added to
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Setting

Cadmatic.PdfLegendFontOrFileNam

e

Cadmatic.RemovePointCloudSource

FilesAfterSync

Cadmatic.RemovePointCloudsWitho

utSourceFiles

Description

the project folders under it, and once added they
will be processed and shown by eShare

automatically.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Specifies the PDF stock font name (for example,
Times-Bold, or Helvetica), or the full path to a
Unicode TrueType font that will be used for the
document legend (for example,
C:\data\code2003.ttf).

If the setting is empty, Helvetica is used by default.
Allowed stock font names are listed in the PDF
Reference 1.7, pages 1109-1110, Table H.3.
https://wwwimages2.adobe.com/content/dam/aco
m/en/devnet/pdf/pdfs/pdf reference 1-7.pdf

Specifies if eShare should automatically remove
point cloud source files when point clouds are added
(to save space).
» False (default) — The point cloud source files
are not automatically removed.
e True —The point cloud source files are
removed automatically.
If Cadmatic.RemovePointCloudsWithoutSourceFiles
is set to true, it overrides this setting.

Specifies if eShare should remove point clouds

without source files.
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Setting

Cadmatic.SharedFolderRootPath

Cadmatic.TempFolderName

Cadmatic.UserLicenseType

Description

e False (default) — The point clouds without
source files are not removed.
e True — The point clouds without source files
are removed automatically.
If set to true, this overrides

RemovePointCloudSourceFilesAfterSync setting.

Specifies the folders where the user can select Excel
files and adds the Browse to the Excel data source
adapter. The setting includes the folder's subfolders.
Enter first Shared Folder Display Name| and then
the folder path, for example: Shared Folder Display
Name | C:\Excel_files.

Specifies the generic temporary folder used by

eShare.

Important: eShare may permanently delete any
files and folders from this path, so it
should not be used by users or
applications for any other purpose.
Changing the path after initial

installation may break existing projects.

Specifies whether to use named licenses or floating
licenses. Make sure that the license file contains
licenses that match the selected licensing type.
Supported values:
e 0—Use named licenses. License server must
contain licenses of type 'eShare User'.

e 1—Use floating licenses. License server must

contain licenses of type 'eShare Client'.

If the parameter is missing or its value is outside the
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Setting Description

valid range, the system uses named licenses by
default.

4. After making the last change, wait for the server to restart and changes to take effect.

5.4.4. Configuring the URL used to access eShare

Use the Internet Information Services (1IS) Manager application to bind a specific host name or host
names to the CADMATIC eShare web site, so that users can access eShare with a friendly URL

instead of having to use the server computer's IP address or network name.

To perform site binding to enable HTTPS, so that browsers can securely connect to eShare, see

Enabling HTTPS binding for secure access to eShare.

For detailed information about configuring site bindings, refer to the documentation provided with
lIS.

Prerequisites

e The host name to use is known to the Domain Name Service (DNS) of your site.

Do the following:
1. Inthe Connections pane, under Sites, right-click eShare and select Edit Bindings. The Site
Bindings dialog opens.
2. To change the IP address or port of the default binding, or to add a host name for it, select its
row and then click Edit.
3. Click Close.

4. Restart the web server for the changes to take effect.

5.4.5. Enabling HTTPS binding for secure access to eShare

Advanced web technologies, like the plugin-free 3D embedded in the user interface, require HTTPS
protocol to be used. When HTTPS protocol is used, the inbound and outbound eShare network

traffic is encrypted with the Transport Layer Security (TLS) protocol.

To utilize HTTPS properly, a valid SSL (Secure Sockets Layer) certificate is required. An SSL certificate
is a digital certificate that authenticates a website's identity and enables an encrypted connection.

SSL is a security protocol that creates an encrypted link between a web server and a web browser.
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Using an SSL certificate secures online transactions and keeps information private and secure. This
will allow the client to “trust” the server and a secure connection can be formed. Without a valid
certificate, there will be “not secure” related warnings and some domain policies can prevent
connection if the certificate is not valid.

Proper certificates are issued by CA (Certificate Authorities) which the browser will trust by default.
Domain computers can be configured to trust a certain certificate by installing it to the certificate

store.

For more information, see Microsoft's documentation on setting up SSL in IIS:

https://docs.microsoft.com/en-us/iis/manage/configuring-security/how-to-set-up-ssl-on-iis.

If you want to enforce use of HTTPS on administrative level, see Enabling HTTP Strict Transport
Security (HSTS).

Prerequisites

e Avalid SSL certificate for the fully qualified domain name.

e Using the fully qualified domain name with a valid SSL certificate to establish the secure
connection.

Do the following:

1. To load the certificate file to the Internet Information Services (lIS), in the Connections pane,
select the server, and double-click Server Certificates.

2. Inthe Server Certificates page, in the Actions pane, select Import. The Import Certificate
dialog opens.
Browse and select the license file and select OK.

4. To enable the HTTPS binding, in the Connections pane, under Sites, right-click eShare and
select Edit Bindings. The Site Bindings dialog opens.

5. Select Add. The Edit Site Binding dialog opens.
6. In the Edit Site Binding dialog, specify the following settings:
e Type — Select https.
* |P address — Select All unassigned
e Port —Select 443. Using other port for HTTPS is not supported.
e Host name — Enter the host name.

e Require Server Name Indication — Enabling this setting is recommended to mitigate
man-in-the-middle attacks.
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o SSL certificate — Select the certificate from the drop-down list or browse with Select to
find it.
Select OK to confirm settings.
7. If HTTP binding is no longer needed, select the HTTP binding on the list and select Remove.

Note: If HTTP binding is removed, all integrations to eShare need to be revised for possible

configuration changes.

5.4.6. Enabling HTTP Strict Transport Security (HSTS)

In newer versions of Internet Information Services (11S) Manager, administrator can enforce HTTPS

to be used and redirect all HTTP requests to HTTPS.

Prerequisites

e Internet Information Services Manager 10.0 version 1709 or newer.

Note: Enabling HSTS is site-specific.

Do the following:

1. InlIS Manager, in the Connections pane, under Sites, select the site which settings to modify.

2. In Actions pane, under Configure, select HSTS. Edit Website HSTS dialog opens.

3. Select Enable.
4. Enable Redirect Http to Https.

5. Select OK to confirm the changes.
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